CAC Digital Signature/CAC Email Encryption in Thunderbird (Windows 7 - 64 Bit)
Updated: 14 NOV 2010 Presented by: 2LT Dennis Henrickson

This is a howto on how to use Mozilla Thunderbird and utilize DoD CAC digital email signatures to sign
and/or digitally encrypt messages.

Software needed:

ActivClient CAC x64 (6.2)
https://militarycac.com/activclient.htm

Latest DoD Certificates
https://militarycac.com/dodcerts.htm

dod_configuration-1.2.xpi (or higher)
http://forge.mil/Resources-Firefox.html

Mozilla Thunderbird (Lanikai 3.1.6) 64 Bit. Lanikai is not an official release of Thunderbird. Once Mozilla
releases an official 64 Bit version of Thunderbird this procedure should work with it also.
http://wiki.mozilla-x86-64.com/Thunderbird:Download

Procedure

1. If you already have ActivClient CAC x64 installed skip to step 9.
Download and install the latest DoD certificates from “AKO CAC Reference Center.” With the
Windows 7 64 bit you will have to right click on InstallRoot_v3.13A - Effective 3 FEB 2010.exe
and select “Run as Administrator.”

3. Download ActivClient CAC x64 (6.2) from the “AKO CAC Reference Center.”

4. Double-click on ActivClient_CAC_x64_6.2.msi (note: if you have “Hide file extensions” selected

in Windows you will not see the msi extension.

ﬁ,‘ ActivClient CAC x64 - InstallShield Wizard R

Welcome to the InstallShield Wizard for
ActivClient CAC x64

Actividentity
ActivClient

The InstallShield(R) Wizard will install ActivClient CAC x64 on
your computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

ACTIV@ENTITY
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5.

6.

7.

Click “Next” and accept the license agreement.

P |
ﬁl ActivClient CAC x64 - InstallShield Wizard |

License Agreement

Please read the following license agreement carefully. AcTl V@ ENTITY

-~

ACTIVIDENTITY SOFTWARE - LICENSE AGREEMENT =

IMPORTANT - READ CAREFULLY BEFORE OPENING SOFTWARE
PACKET(S) AND/OR INSTALLING, COPYING OR OTHERWISE USING THE
SOFTWARE. THE FOLLOWING TERMS AND CONDITIONS OF USE APPLY
TO YOUR USE OF THE SOFTWARE. BY OPENING THE PACKET(S)
/AND/OR BY INSTALLING, COPYING OR OTHERWISE USING THE
SOFTWARE, YOU INDICATE YOUR ACCEPTANCE OF THE TERMS AND
CONDITIONS OF THIS SOFTWARE LICENSE AGREEMENT.

@ I accept the terms in the license agreement Print

(7)1 do not accept the terms in the license agreement

InstaliShield
[ <Bak [ mMext> ][ cancel |
Select “Typical” and click Next again.
Vﬂ ActivClient CAC x64 - InstallShield Wizard u
Setup Type

Choose the setup type that best suits your needs. ACTIV®E NTITY

Please select a setup type.

@ Typical
All program features will be installed. (Requires the most disk
space.)

) Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

InstaliShield
[ <Bak [ mext> ][ cancel |
Select “Install.”
'ﬁj ActivClient CAC x64 - InstaliShield Wizard [

Ready to Install the Program

The wizard is ready to begin installation. ACTI V@ ENTITY

Click Install to begin the installation.

If you want to review or change any of your installation settings, dlick Back. Click Cancel to
exit the wizard.

InstaliShield

<Back J[ @mstal | [ cancel




8. Restart your computer.
r v
ﬁ ActivClient CAC x64 Installer Information l—f_]

LB You must restart your system for the configuration
'\ changes made to ActivClient CAC x64 to take effect.
= Click Yes to restart now or No if you plan to restart

later.

9. Go to http://wiki.mozilla-x86-64.com/Thunderbird:Download and download Thunderbird
(Lanikai 3.1.6) 64 Bit and install it. Click next to continue.

R

2y Lanikai (64-bit) Setup (=l8] % |

Welcome to the Lanikai (64-bit)
Setup Wizard

This wizard will guide you through the installation of Lanikai
e (64-bit).

Itis recommended that you close all other applications
before starting Setup. This will make it possible to update

relevant system files without having to reboot your
b computer.

Click Next to continue.

10. Select Standard and click next.

{ =
‘L) Lanikai (64-bit) Setup =

Setup Type i
Choose setup options w »

Choose the type of setup you prefer, then dick Next.
@) Standard
Lanikai will be installed with the most common options.
©) Custom

You may choose individual options to be installed. Recommended for experienced
users.

Use Lanikai as my default mail application

[ <Back ][ Next> | [ cancel
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11. Select Install.

>
2 Lanikai (64-bit) Setup e
Summary o
Ready to start installing Lanikai . »

Lanikai will be installed to the following location:
VC:\Program Files (x86)\Lanikai (64-bit)

Lanikai will be set as your default mail application.

Click Install to continue.

12. Select Finish.

-
L) Lanikai (64-bit) Setup i = I )

Completing the Lanikai (64-bit)
Setup Wizard

Lanikai (64-bit) has been installed on your computer.

Click Finish to close this wizard.

I ‘ [¥] Launch Lanikai (64-bit) now

< Back Cancel

13. Configure Thunderbird following the instructions in AKO Helpdesk Thunderbird Integration
article (Answer 1D 243).

14. Once you are able to send and receive email from Thunderbird (Lanikai) download
dod_configuration-1.2.xpi from http://forge.mil/Resources-Firefox.html.



http://forge.mil/Resources-Firefox.html

15. With Thunderbird open click on Tools > Add-ons from the menu.

g I T
¢+ Add-ons ‘ =68 % |

= & 4 &

Get Add-ons  Extensions  Themes Plugins

Get Extensions | Find Updates |

\ v,

16. Drag the dod_configuration-1.2.xpi file into the extensions tab and install the add-on.

TS

Software Installation ‘ ST

i Install add-ons only from authors whom you trust.
i

Malicious software can damage your computer or violate your privacy.

You have asked to install the following item:

dod_configuration-1.2.xpi (Author not verified)
file:///C:/Users/henrickd/My%20Dropbox/National %20Guard/Software/Thunderbird?

(] (o | |

17. The DoD add-on will attempt to configure your CAC reader. Make sure you have it plugged in
with your CAC inserted before you hit OK.

[JavaScript Application]

i\ The DoD Configuration Extension will now attempt to setup your Common Access Card (CAC)

"% reader for use.

18. The DoD add-on will attempt to download the latest extensions. It will never finish so close the

four progress boxes.
[Javanripf Apglicjtion] . n.

y l Downloading and installing the latest DoD Root Certificates. You may be prompted 4 times, check

* all the boxes and click OK.




19. At this point you can click on Tools > Account Settings > Security to configure your digital

signatures.
_ = T
Account Settings - Pr— R u
ecuri
Server Settings =
Copies & Folders To send and receive signed or encrypted messages, you should specify both a
Composition & Addressing digital signing certificate and an encryption certificate.
Junk Settings Digital Signing
Synchronization & Storage | Use this certificate to digitally sign messages you send:
Return Receipts
Clear
{l i
i} 4Local Folders "] Digitally sign messages (by default)
f Junk Settings
f Disk Space Encryption
| | Outgoing Server (sMTP) Use this certificate to encrypt & decrypt messages sent t
f Clear
Default encryption setting when sending messages:
@ Never (do not use encryption)
Required (can't send message unless all recipients have certificates)
I Certificates

View Certificates | | Security Devices

| Account Actions A\

20. Click on Security Devices to make sure your CAC reader has been successfully installed. You
should see CAC Reader (DoD Configuration Extension). If you select Actividentity ActivClientO
you will see a status of “Not Logged In.” Click OK to go back to the previous menu.

[0 ) Device Mansqer - P eSS
Security Modules and Devices Details Value
4NSS Internal PKCS #11 Module Status Not Logged In Log Out

Generic Crypto Services Description SCM Microsystems In... =
Software Security Device Manufacturer
4Builtin Roots Module HW Version 00
Builtin Object Token FW Version 00
4CAC Reader (DoD Configuration Exte.. | | Label Actividentity ActivClie... Vol
Manufacturer Gemalto =

Serial Number ~ 5072840000674BCA
HW Version 10
FW Version 10




21. Click on Select to pick your signature to use for signing emails. It should prompt you to enter
your CAC pin.

Account Settings [ % ]

-
Securi
Server Settings. 2

Copies & Folders To send and receive signed or encrypted messages, you should specify both a
Composition & Addressing | digital signing certificate and an encryption certificate.

Junk Settings Digital Signing

Synchronization & Storage
Return Receipts

Use this certificate to digitally sign messages you send:

Clear

Security

4local Folders ["] Digitally sign messages (by default)
Junk Settings
Disk Space Encryption
Outgoing Sef password Required N I )
Clear
Please enter the master password for the Actividentity ActivClient 0. i
icates)

Account Actions Ve

—— = 4

22. You will have two choices. One is for digitally signing your email and the other is for encrypting
your email. Select the U.S. Government Signature Certificate for your signature.

Select Certificate . . =X

Certificate:

Details of selected certificate:
Issued to: CN=HENRICKSON.DENNIS.RUBERT.II11141559210,0U=USA,OU=PK] 0U=DoD,0=U.5. Government,C=US
Serial Number: 05:CA3D
Valid from 12/16/2009 18:00:00 PM to 12/16/2012 17:59:59 PM
Certificate Key Usage: Signing,Non-repudiation
Email: den.henrickson@us.army.mil
Issued by: CN=DOD EMAIL CA-23,0U=PKI,0U=DoD,0=U.S. Government,C=US
Stored in: Actividentity ActivClient 0

— =
23. It will prompt you to use the key for both signing and for encryption. Select No.
e cronrt Settings )
Copies & Folders

To send and receive signed or encrypted messages, you should specify both a
Composition & Addressing | digital signing certificate and an encryption certificate.

Junk Settings Digital Signing

Synchronization & Storage

Use this certificate to digitally sign messages you sen:
Return Receipts

Actividentity ActivClient 0:HENRICKSON.DE Clear

Security
4Local Folders [7] Digitally sign messages (by default)
Junk Settings
Disk Space Encryption
2 (CAATDL Lleathi 6 - bt
Lanikai - ==

You should also specify a certificate for other people to use when they send you encrypted
messages. Do you want to use the same certificate to encrypt & decrypt messages sent to you?

| e ——

View Certificates Security Devices

Account Actions b




24. Repeat the procedure to setup your encryption key.
25. If you want to always digitally sign your emails place a check box next to “Digitally sign messages

26.

27.

28.

(by default).”

Account Settings

B

4AKO
Server Settings
Copies & Folders
Composition & Addressing
Junk Settings
Synchronization & Storage
Return Receipts
Security

4local Folders
Junk Settings
Disk Space

Outgoing Server (SMTP)

Account Actions x

To send and receive signed or encrypted messages, you should specify both a
digital signing certificate and an encryption certificate.

Digital Signing
Use this certificate to digitally sign messages you send:

Actividentity ActivClient 0:HENRICKSON.DE

[V]: Digitally sign messages (by default)

Encryption
Use this certificate to encrypt & decrypt messages sent to you:

Actividentity ActivClient OHENRICKSON.DE

Default encryption setting when sending messages:
@ Never (do not use encryption)

© Required (can't send message unless all recipients have certificates)

Certificates

View Certificates I [ Security Devices

Open Certificate Manager by clicking the Start button o, typing certmgr.msc into

the Search box, and then pressing ENTER. L] If you are prompted for an administrator password

or confirmation, type the password or provide confirmation.

Browse to Trusted Root Certification Authorities > Certificates > DoD Root CA 2.

| Certificates

j» 7] Active Directory User Object ildod ocsp ss

4 || Trusted Publishers
7| Certificates

— B [ESTARE RS S e S SO

Right click on “DoD Root CA 2” and select All Tasks > Export. Then select Next.

Certificate Export Wizal
o

S corpdcl corpdcl
dod ocsp ss
[5/DoD Root CA 2 DoD Root CA 2

5/ Entrust.net Certification Author... Entrust.net Certification Authority...

1 Cntriict nat Carira Cancar Cartifi

Entriict net Carvira Canvar Cartifica

yay

-

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back [ Next > ] [ Cancel

2/6/2014

2/28/2011
12/5/2029
7/24/2029

cS/Is/MAM0

<All>

Server Authenticati...

<All>

Server Authenticati...

Canrar Midhantirati

<None>
<None>
<None>
Entrust (2048)

Endriict



29. Select “DER encoded binary X.509 (.CER)” and click the Next button.
Cerirene Brpor Wear T

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(@) DER encoded binary X.509 (.CER)
(©) Base-64 encoded X. 509 (.CER) !
(©) Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
[JIndude all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 (.PFX)
[lindude all certificates in the certification path if possible

[ Delete the private key if the export is successful |

[1Export all extended properties :

Microsoft Serialized Certificate Store (.S5T) ']

L]

Learn more about certificate file formats :

|

) ) e |

L —_ —,

30. Name it something you will remember and save it to a location you will remember.

[ Certificate Export Wizard P R (|

[ File to Export
Specify the name of the file you want to export

File name:

T T

L — — — — —

e = 5 = = = = = = — _




31
32.
33.
34,

35.

File to Export
Specify the name of the file you want to export

File name:
C:\Users\henrickd\Desktop\DoD Root CA2.cer

Browse...

[ <Back J[ mext> | [ concel

I

' Certificate Export Wm@
- o

4

Browse to Intermediate Certification Authorities > Certificates > DOD EMAIL CA-23.

Right click on “DOD EMAIL CA-23” and select All Tasks > Export. Then select Next.

Follow the same steps used to export the” DoD Root CA2” certificate.

From within Thunderbird click on Tools > Options > View Certificates. If it prompts you enter

your CAC pin.
Select the Authorities tab.

4(c) 2005 TURKTRUST Bilgi lletisim ve Biligim Gavenligi Hizme...
TURKTRUST Elektronik Sertifika Hizmet Saglayicisi
4AC Camerfirma SA CIF A82743287
Chambers of Commerce Root
Global Chambersign Root
4AddTrust AB
AddTrust External CA Root
AddTrust Class 1 CA Root
AddTrust Public CA Root
AddTrust Qualified CA Root
4 America Online Inc,

>

Builtin Object Token

Builtin Object Token
Builtin Object Token

Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token

o ) [ e

Delete...

. . Certificate Manager (=88] X ]
Your Certificates | People | Servers | Authorities | Others
You have certificates on file that identify these certificate authorities:
Certificate Name Security Device 8

10



36. Select Import and browse to where you saved the exported certificates.

| . Certificate Manager =@ = \} x| f<cer

« # Select File containing CA certificate(s) to import -

@Q-\ L » CertExports ~ %3] [ search Cent Eports 2l
i @

Name Date modified Type Size

Organize v New folder

¢ Favorites i
B Desktop 5] DoD Root CA2 11/14/201011:36 .. Security Certificate
18 Downloads [ DODEMAILCA-23 11/14/201010:54 ... Security Certificate
% Recent Places
J# Dropbox

n,

4 Libraries
[ Documents
o Music
&) Pictures
B videos

% Computer
&, BOOTCAMP (C) ~ < | M ] ,

File name:

37. Select “DoD Root CA2” and select Open. Select “Trust this CA to identify email users” and select
OK.

¢ « Certificate Manager Jiﬂ_\

[Ea

Downloading Certificate

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "DoD Root CA 2" for the following purposes?
[T Trust this CA to identify web sites.

rust this CA to identify email users,

[T Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

Examine CA certificate

38. Select Import again, select “DODEMAIL CA-23 and Open.
=)

~ [ 49 |[ Search Cert Exports 2]
Organize v New folder =~ 0 @
S 4 Name ’ Date modified Type Size
B Desktop 5] DoD Root CA2 11/14/201011:36 ... Security Certificate
18 Downloads |l poDEMAILCA-23 11/14/201010:54 ... Security Certificate
% Recent Places
J# Dropbox
9 Libraries
[ Documents
& Music
&) Pictures
B Videos
1% Computer
& BooTcamP (C) ~ <« | [ | »
| File name: DODEMAILCA-23 v | Cerificate Files -

11



39. Select “Trust this CA to identify email users” and select OK.

N
. . Certificate Manager =8 % |
Your Certificates | People [ Servers | Authorities | Others
Downloading Certificate ﬂ
. —— -

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "DOD EMAIL CA-23" for the following purposes?
[T Trust this CA to identify web sites.

[¥]: Trust this CA to identify email users.

[7] Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

G

40. Verify that both certificates are installed. Browse to U.S. Government and you should see both

certificates. Click OK.
) Certificate Manager @M

Your Certificates | People | Servers | Authorities | Others
You have certificates on file that identify these certificate authorities:
Certificate Name Security Device B
TUBITAK UEKAE Kok Sertifika Hizmet Saglayicisi - Sirim 3 Builtin Object Token -
.I 4TURKTRUST Bilgi Iletisim ve Bilisim Guvenligi Hizmetleri A.S....
TURKTRUST Elektronik Sertifika Hizmet Saglayicisi Builtin Object Token
| U.S. Government
DoD Root CA2 Software Security Device
DOD EMAIL CA-23 Software Security Device
4Unizeto Sp. z 0.0.
Certum CA Builtin Object Token
(| aValiCert, Inc. Ly
http://www.valicert.com/ Builtin Object Token bl
http://www.valicert.com/ Builtin Object Token =
View.. | [ Edit. | [ import. | [ Eport. | [ Delete. |

41. Close all open configuration screens and go to the main Thunderbird screen.

42. Test your email with a certificate by selecting “Write” to create a new email message. Compose
an email like you normally would. Before you send it click towards the right (black triangle) of
the Security padlock to open the signature setting. Select “Digitally Sign This Message.” In the
lower right hand corner of your composition window you should now see an envelope with a
red dot in the center. Click the Send button. Enter your CAC pin if it prompts you.

File Edit View Options Tools Help

L-_’jSend ab;( Spell ‘ U Attach 'i [%Security ¥ QSave v

12
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43. Check your sent messages and open the email you just composed and sent. In the upper right
hand corner you should see a red envelope with a red seal on it. Click on the envelope and you

should see your digital signature.
el |

2TAILIL G HHIE33GY T3 S U™ e

-

[Lza& Replyl A [uvu Forward] [uEuArchive] [ ) Junkl [ X Delete]
e 1:24 AM

Other Actions ~

Message Security
.

Message Is Signed
This message includes a valid digital signature. The message has not been altered

since it was sent.
Signed by: HENRICKSON.DENNIS.RUBERT.IN1141559210
Email address:  den.henrickson@us.army.mil
Certificate issued by: DOD EMAIL CA-23

EView Signature Certificate ;

Message Not Encrypted
This message was not encrypted before it was sent. Information sent over the Internet

without encryption can be seen by other people while in transit.

— m— |

you digital signature.

4

44. Verify with the person that you sent the digitally signed test email to that they received it with

13



